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I n o r Data Protection Agreement for Infor Customers

GLOBAL

Infor (US), LLC and Affiliates (collectively, “Infor”) and Customer and Affiliates (if included under the Agreements)
(collectively, “Customer”) agree to the terms of this Data Protection Agreement (“DPA”) which sets forth their obligations
with respect to the processing and security of Personal Data subject to Data Protection Requirements in connection with the
Services offered by Infor to Customer under the Agreements (collectively, Infor and Customer are the “Parties”). This DPA
is deemed incorporated into Customer’s agreements executed with Infor (collectively, the “Agreements”). In the event of
any conflict or inconsistency between the terms of this DPA and any other terms in the Agreements, this DPA shall prevail.
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Definitions

Capitalized terms used but not defined in this DPA will have the meanings provided in the Agreements. The following
defined terms are used in this DPA:

“Affiliate” means (i) in the case of Infor, any entity controlled by Infor, Inc. and (ii) in the case of Customer, any
entity controlled by Customer. For purposes of the preceding sentence, “control” means the direct or indirect
ownership of more than 50% of the voting interests of an entity.

“Data Protection Requirements” means any applicable laws, regulations, and other legal requirements relating to the
processing of Personal Data as may be amended, supplemented or replaced from time to time.

“EEA” means the European Economic Area.
“EU” means the European Union.

“GDPR” means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of Personal Data and on the free movement of such data
(General Data Protection Regulation), as amended, replaced, or superseded.

“Local EU/EEA/Switzerland Data Protection Laws” means any legislation or regulation implementing the GDPR.

“Personal Data” means personal information that identifies and/or can be used to identify an individual, or as further
defined by applicable Data Protection Requirements. For the purposes of this DPA, it includes only Customer
personal information which is supplied to or accessed by Infor or its Subprocessors in order to provide the Services
under the Agreements.

“Personal Data Breach” means a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to, Personal Data transmitted, stored or otherwise processed.

“Restricted Transfer” means any Transfer where applicable Data Protection Requirements require the Parties to
demonstrate adequate protection using a contractual instrument or other means, including (for example) a cross-border
Transfer to a recipient in a country that does not provide adequate protection for the data.

“Services” means all services that Customer requests Infor to perform under the Agreements that involves Processing
of Personal Data.

“Standard Contractual Clauses” or “SCCs” means the standard contractual clauses for the Transfer of Personal Data
to third countries pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council, and
implemented by the European Commission decision 2021/914, dated 4 June 2021, including Module I (“Controller
to Controller SCCs”), Module II (“Controller to Processor SCCs”), and Module III (“Processor to Processor
SCCs”).

“Subprocessor” means (i) Infor Affiliates, and (ii) third parties engaged by Infor or Infor Affiliates, that process
Personal Data in connection with the Services in accordance with this DPA.

“Transfer” means to disclose or otherwise make Personal Data available to a third party (including to any
Subprocessor), either by physical movement of the Personal Data, or by enabling access to the Personal Data by other
means if such access is regulated under Data Protection Requirements.

“Valid Transfer Mechanism” means a data Transfer mechanism permitted by Data Protection Requirements as a

Global DPA for Infor Customers v.05.24 1



lawful basis for performing a Restricted Transfer of Personal Data.

1.15 Lower case terms used but not defined in this DPA, such as “processing”, “controller”, and “processor” have the same
meaning as set forth in the Data Protection Requirements.

2. Nature of Data Processing

2.1 Processing to Provide Customer the Services. This DPA applies to all Services. For purposes of this DPA, providing
a Service may include, as applicable:

(a) On-Premises Software Support Services:
(i) Supporting and troubleshooting (preventing, detecting, and repairing problems);

(b) Cloud Services:
(i) Delivering functional capabilities as accessed, configured, and used by Customer and its users;
(ii) Supporting and troubleshooting (preventing, detecting, and repairing problems); and

(iii)Ongoing improvement (installing the latest updates, if and when available, and making improvements to user
productivity, reliability, and security);

(c) Professional Services:

(i) Delivering the Professional Services, including providing technical implementation services, managed
operational services, professional planning, advice, guidance, data migration, and deployment;

(ii) Supporting and troubleshooting (preventing, detecting, investigating, mitigating, and repairing problems
identified in the Professional Services or relevant Cloud Services or On-Premises Software during delivery of
Professional Services); and

(iii)Enhancing delivery, efficacy, quality, and security of Professional Services and the underlying Cloud Services
or On-Premises Software based on issues identified while providing Professional Services, including fixing

software defects and otherwise keeping the Cloud Services or On-Premises Software up to date and
performing.

For clarity, the DPA terms apply only to the processing of Personal Data in environments controlled by or accessed
by Infor and Infor’s Subprocessors.

2.2 Nature and Details of Processing. The nature and details of processing are set forth in Attachment 1 to this DPA.
2.3 Respective Roles and Responsibilities.

(@) Infor as Processor.

(i) Customer and Infor agree that Customer is the controller of Personal Data and Infor is the processor of such
data.

(ii) Infor will use and otherwise process Personal Data only (i) to provide Customer the Services and in accordance
with Customer’s documented instructions, (ii) in accordance with the terms and conditions in this DPA, and
(iif) in compliance with Data Protection Requirements.

(iii)Customer agrees that this DPA and the Agreements, along with the product documentation and Customer’s
use and configuration of features in the Cloud Services and/or On-Premises Software, are Customer’s
complete documented instructions to Infor for the processing of Personal Data. Customer may provide further
instructions during the performance of the Services, and Infor will use reasonable efforts to follow any other
Customer instructions, as long as they are (i) consistent with the terms and scope of the Agreements and this
DPA, (ii) required by Data Protection Requirements, (iii) technically feasible, and (iv) do not require changes
to the performance of the Services. Infor will promptly notify Customer if, in Infor’s opinion, the instructions
given by Customer for processing violate any Data Protection Requirement or if Infor is unable to follow
Customer’s instructions for processing Personal Data.

(iv) If Customer is a processor, Customer warrants that its processing instructions as set out in the Agreements
and this DPA, including its authorizations to Infor for the appointment of Subprocessors in accordance with
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this DPA, have been authorized by the relevant controller. Customer shall be solely responsible for forwarding
any notifications received from Infor to the relevant controller where appropriate.

(b) Infor as Controller. Notwithstanding anything in the Agreement or this DPA to the contrary and as permitted by
Data Protection Requirements, Customer authorizes Infor to further process Personal Data for the following
limited business purposes which are incidental to the provision of the Services:

(i) detecting security incidents, and protecting against malicious, deceptive, fraudulent, or illegal activity;

(ii) internal operational activities such as responding to data subject requests, auditing Customer as authorized
under the Agreements to confirm usage quantities, improving functionality, and processing required for legal
or regulatory compliance; and

(iii)contract management, payment processing, billing and account management, compensation (e.g., calculating
Infor employee commissions and partner incentives), internal reporting and business modeling (e.g.,
forecasting, revenue, capacity planning, product strategy), and business development purposes and such other
purposes as set out in Infor’s global data privacy policy (available at https://www.infor.com/about/privacy).

Infor will comply with its obligations, as an independent data controller, under the Data Protection Requirements
for such uses. In addition, as with all processing under this DPA, processing for business operations remains
subject to Infor’s confidentiality obligations and security commitments under this DPA and the Agreements.

3. Subprocessors

3.1 Right to Use Subprocessors. Customer acknowledges and agrees that Infor may use Subprocessors in connection
with the provision of the Services, subject to the terms and conditions of this Section 3.

3.2 Subprocessor List. Customer may access a list of relevant Subprocessors engaged by Infor through Customer’s
account in Infor Support portals or alternative equivalent methods (and Customer may subscribe to receive updates).
For Professional Services, Infor will, upon request of the Customer, make the list available in the applicable Statement
of Work / Work Order or identify such subprocessors prior to the start of the applicable Professional Services.

3.3 Subprocessor Requirements. When engaging any Subprocessor, Infor will:

(a) evaluate the security, privacy and confidentiality practices of a Subprocessor prior to selection to establish that it
is capable of providing the level of protection of Personal Data required by this DPA;

(b) ensure via a written agreement that:

(i) the Subprocessor may access and use Personal Data only to deliver the services Infor has retained them to
provide and is prohibited from using Personal Data for any other purpose; and

(ii) that Subprocessor provides for, in substance, the same data protection obligations as those binding Infor under
this DPA (including obligations for Restricted Transfers set out in Attachment 3); and

(c) oversee the Subprocessors to ensure that these contractual obligations are met. Where a Subprocessor fails to
fulfill its data protection obligations, Infor shall remain fully liable to the Customer for the performance of that
Subprocessor’s obligations in accordance with the terms of this DPA.

3.4 Objection Right. From time to time, Infor may engage new Subprocessors. Infor will give Customer reasonable
advance notice of any new Subprocessor to provide Customer with an opportunity to object to the use of such new
Subprocessor. If Customer objects on reasonable grounds under Data Protection Requirements to a new Subprocessor
in writing, and Infor is unable to resolve that objection in a reasonable amount of time, then Customer may, as its sole
and exclusive remedy, terminate those aspects of the Service which cannot be provided by Infor without the use of
the new Subprocessor, by providing written notice of termination. Customer must also include an explanation of the
grounds for non-approval together with the termination notice, in order to permit Infor to re-evaluate any such new
Subprocessor based on those concerns. Any termination under this Section shall be deemed to be without fault by
either Party and shall be subject to the terms of the Agreement. In the event of such termination, Infor shall refund
Customer any unused, prepaid Fees for the applicable Service.

3.5 Emergency Replacement. Infor may replace a Subprocessor without advance notice where the reason for the change
is outside of Infor’s reasonable control and prompt replacement is required for security or other urgent reasons. In
this case, Infor will inform Customer of the replacement Subprocessor as soon as possible following its appointment.
Customer’s objection and termination right in Section 3.4 applies accordingly.
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4.  Security
4.1 Data Security and Hosting.

(@) Infor has implemented and will maintain appropriate technical and organizational security measures designed to
protect Personal Data against any Personal Data Breach (e.g., encryption, access control, confidentiality
obligations, etc.), as described in Attachment 2 to this DPA.

(b) Customer acknowledges and agrees that (taking into account the state of the art, the costs of implementation,
context of processing, and the risk of varying likelihood and severity for the rights and freedoms of natural
persons) the technical and organizational measures implemented and maintained by Infor provide a level of
security appropriate to the risk and in compliance with applicable Data Protection Requirements.

(c) Customer has implemented and will maintain appropriate technical and organizational security measures (i)
designed to ensure the security of the Personal Data during its transmission to Infor, and (ii) for components that
Customer provides or controls. Customer must notify Infor promptly about any possible misuse of its accounts or
authentication credentials or any security incident related to the Services of which it becomes aware.

(d) Customer is responsible for independently reviewing and confirming whether the hosting location for Cloud
Services will meet Customer’s obligations under Data Protection Requirements.

4.2 Confidentiality. Infor will ensure that those engaged by Infor in the processing of Personal Data will (i) process such
data only on instructions from Customer, and (ii) be obligated to maintain the confidentiality and security of such
data even after their engagement ends. Infor shall provide periodic and mandatory data privacy and security training
and awareness to its employees with access to Personal Data in accordance with applicable Data Protection
Requirements and industry standards.

4.3 Personal Data Breach Notification. If Infor becomes aware of a Personal Data Breach affecting Customer’s Personal
Data processed by Infor, Infor will, without undue delay:

(a) notify Customer of the Personal Data Breach;

(b) investigate the Personal Data Breach and provide Customer with detailed information about the Personal Data
Breach as such information becomes known to Infor; and

(c) take reasonable steps to mitigate the effects and to minimize any damage resulting from the Personal Data Breach.

Customer is responsible for complying with its obligations under Data Protection Requirements for fulfilling any third
party notification obligations related to a Personal Data Breach. Infor’s notification of, or response to, a Personal Data
Breach under this Section is not an acknowledgement by Infor of any fault or liability with respect to the Personal
Data Breach.

5. Audit

5.1 Proactive Audit for Cloud Services. Infor will conduct audits of its security controls applied to processing Personal
Data for Cloud Services, as follows: each audit will be performed (i) according to the rules of the official accreditation
body for each applicable control standard or framework and (ii) by qualified, independent, third party security auditors
at Infor’s selection and expense. Each audit will result in either (i) the generation of an audit report which Infor will
make available to Customer through the Infor Support portal or alternate equivalent method, or (ii) a resulting
certificate which Infor will make available to Customer at https://trust.infor.com. Such reports are Infor’s Confidential
Information and subject to non-disclosure and distribution limitations of Infor and the auditor.

5.2 Supplemental Audit.

(a) Customer may audit Infor’s compliance with Data Protection Requirements and this DPA, including auditing
Infor’s IT security practices and applicable control environments, in accordance with the process outlined in this
Section 5.2, only if:

(i) Infor has not provided sufficient evidence of its compliance with the technical and organizational measures
described in Section 4.1 of this DPA through the report referenced in Section 5.1 above, or, if applicable,
any other audit reports or other information Infor makes generally available to its customers;

(ii) a Personal Data Breach has occurred;

(iii) Infor has notified Customer that it is subject to a government access request as set forth in Section 1.3. of
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Attachment 3 to this DPA,;
(iv)an audit is formally requested by Customer’s data protection authority; or

(v) mandatory Data Protection Requirement conferring Customer a direct audit right (and provided that
Customer shall only audit once in any 12-month period unless mandatory Data Protection Requirements
requires more frequent audits).

(b) Before the commencement of an audit, Customer and Infor will mutually agree upon the scope, timing, duration,
control and evidence requirements. Customer may use an independent accredited third party audit firm to perform
the audit on its behalf, provided the third party auditor is mutually agreed to by Customer and Infor (which shall
not include any third party auditors who are either a competitor of Infor or not suitably qualified or independent).
Customer agrees that the audit will be conducted without unreasonably interfering with Infor’s (or Infor’s
Subprocessor’s) business activities, during regular business hours with reasonable advance notice, and subject to
Infor’s (or the applicable Subprocessor’s) security policies and confidentiality procedures. Where on-site audits
of physical data centers, systems, or facilities are not permitted, Infor will work with Customer (and Subprocessor
if applicable) to reach a mutually agreeable resolution sufficient to provide information necessary for Customer
to comply with audit requirements under the applicable Data Protection Requirements. Neither Customer, nor the
auditor, shall have access to any data from Infor’s other customers or to Infor systems or facilities not involved
in the Services provided to Customer. Customer shall provide the results of any audit to Infor.

(c) Customer is responsible for all costs and fees related to the audit, including all reasonable costs and fees Infor
expends for the audit and any costs and fees Infor incurs from any Subprocessor where the audit involves a
Subprocessor, unless such audit reveals a material breach by Infor of this DPA, in which case Infor shall bear its
own expenses of that audit.

6. Data Subject Rights and Third Party Disclosure

6.1 Data Subject Rights. Taking into account the nature of the processing and the applicable Service, Infor will make
available to Customer, in a manner consistent with the functionality of the Services and Infor’s role as a processor of
Personal Data of data subjects, the ability to fulfill data subject requests to exercise their rights under the Data
Protection Requirements. If Infor receives a request from Customer’s data subject to exercise a right in connection
with a Service for which Infor is a data processor, Infor will promptly notify Customer (where the data subject has
provided information to identify the Customer) and shall not respond to such request itself but instead ask the data
subject to redirect its request to Customer. Customer will be responsible for responding to any such request including
by using the functionality of the Services. Infor shall comply with reasonable requests by Customer to assist with
Customer’s response to such a data subject request.

6.2 Disclosure of Personal Data. Infor will not disclose or provide access to any Personal Data except: (i) as Customer
directs; (ii) as described in this DPA; or (iii) as required by law, and in any event in accordance with the applicable
Data Protection Requirements.

7. Data Retention and Deletion

7.1 Return or Deletion. At the choice of Customer, Infor shall delete or return all Personal Data to the Customer after
the termination or expiration of Customer’s Agreement in accordance with the Infor Security Plan and delete existing
copies unless required by law to retain. Where Infor is required to continue any processing of Personal Data following
the expiration or termination of Customer’s Agreement, the terms and conditions of this DPA shall continue to apply
to such Personal Data until deleted or returned as set out above. For the avoidance of doubt, Infor’s obligations in this
paragraph do not apply to Personal Data stored by the Customer on Customer systems / equipment.

8. Data Transfers

8.1 General Obligation. The Parties shall comply with any Transfer obligations required by the Data Protection
Requirements, including but not limited to executing any additional contractual language for Restricted Data
Transfers and/or implementing a Valid Transfer Mechanism.

8.2 Customer Responsibility. Customer is responsible for ensuring that Transfers of Personal Data under this DPA are
permissible under Data Protection Requirements, and that any necessary contractual measures and security
assessments or registrations/permits, if any are required under Data Protection Requirements, have been completed
before Customer provides such Personal Data to Infor for Transfer. In addition, Customer is solely responsible for (i)
determining whether the Service is appropriate under Data Protection Requirements for Customer’s needs, (ii)
ensuring that all Personal Data which it supplies or discloses to Infor has been obtained and Transferred lawfully (if
any authorizations or consents of data subjects are required for such processing of Personal Data by Infor, Customer
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is responsible for obtaining any such consents directly from the data subjects), and (ii) completing any assessments,
obtaining approvals, and registering databases with authorities that are necessary under applicable Data Protection
Requirements.

8.3 Cross-Border Transfers. Customer authorizes cross-border Transfers of Personal Data to countries in which Infor or
its Subprocessors operate to provide the Services. Additional terms including applicable Valid Transfer Mechanisms
for Restricted Transfers are set forth in Attachment 3. If a supervisory authority or court determines that any Valid
Transfer Mechanism is no longer an appropriate basis for Restricted Transfers, Infor and Customer shall promptly
use reasonable efforts to take all steps necessary to demonstrate adequate protection for the impacted Personal Data
using another approved mechanism or instrument.

9. Limitation of Liability

The Parties agree that the total liability of each Party and its Affiliates arising out of or in connection with this DPA,
whether based on breach of contract, tort or otherwise, is, as between the Parties (including Affiliates), subject to the
applicable provisions on limitation of liability in the master agreement referenced by the applicable Order Form or
Work Order. For the avoidance of doubt, the limitation of liability in this Section does not apply to or limit in any
way the rights or remedies of a data subject provided by the Data Protection Requirements.

10. General

10.1 Governing Law. This DPA is governed by and enforced in accordance with the choice of law set forth in the master
agreement referenced by the applicable Order Form or Work Order, unless a separate choice of law is identified in
Attachment 3 which shall control over the choice of law in such master agreement for this DPA. If translations are
available, the English language version of this DPA and its Attachments shall control.

10.2 Amendments. If an amendment to this DPA is required in order to comply with applicable Data Protection
Requirements, both Parties will work together in good faith to promptly execute a mutually agreeable amendment to
this DPA.

10.3 Assistance. Infor shall provide reasonable assistance to Customer at Customer’s request by providing generally
available information relating to the Services to extent such information is needed by Customer in connection with
Customer’s conducting and documenting data protection impact assessments, prior consultation with a regulator,
and/or complying with Customer’s obligations under applicable Data Protection Requirements.

10.4 Compliance with Laws; Regulatory Changes.

(a) Each Party shall comply with its obligations under applicable Data Protection Requirements. Each Party must
use reasonable efforts to stay informed of the legal and regulatory requirements for its applicable responsibilities
under this DPA.

(b) To the extent there is a material change in Data Protection Requirements or a future government requirement or
obligation that prohibits Infor from providing its Services in any country or jurisdiction without material
modification, Infor will provide advance notice to Customer and use commercially reasonable efforts to modify
its Service to comply with the change in Data Protection Requirement or future government requirement or
obligation. Infor shall notify Customer if Infor can no longer meet its obligations under applicable Data Protection
Requirements.

10.5 Records of Processing. Each Party is responsible for its compliance with its documentation requirements under Data
Protection Requirements, in particular maintaining records of processing where required under Data Protection
Requirements. Each Party shall reasonably assist the other Party in such documentation requirements, to the extent
such Party does not otherwise have access to the relevant information and to the extent such information is available
to the other Party.

10.6 How to Contact Infor.

Infor Global Data Privacy Officer
Infor (US), LLC

133 Peachtree Street, Floor 24
Atlanta, GA 30303 USA
Privacy@infor.com

10.7 Infor entity. Please note that the contracting Infor entity under the Agreements may be a different entity to Infor (US),
LLC, in which case the Infor Affiliate that is party to the Agreement is also a party to this DPA.
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ATTACHMENT 1
Nature and Details of Processing

Cloud Services

On-Premises Software
Support Services

Professional Services

Categories of data
subjects whose
Personal Data is
Transferred:

Data Subjects may include Customer’s representatives and end-users including employees, contractors, collaborators,
business partners, and customers of Customer, depending on Customer’s use of the Services at Customer’s election.

Categories of
Personal Data
Transferred:

Depending on Customer’s use of the Services,
Customer may elect to include Personal Data from
any of the following categories: basic personal
data; contact information; unique identification
numbers and signatures; authentication data;
financial and insurance information; commercial
information; biometric information; location data;
photos, video, and audio; device identification; HR
and recruitment data; education data; citizenship
and residency information; data processed for the
performance of a task carried out in the public
interest or in the exercise of an official authority; or
any other personal data identified in the applicable
Data Protection Requirements.

For Support: Customer determines which data
elements are necessary for the purpose of providing
Support and can limit the data processed to only
that information being Transferred. Common
examples may include full name, email address,
and other data necessary to resolve the applicable
Support issue.

Customer determines which
data elements are necessary
for the purpose of
providing Support and can
limit the data processed to
only that information being
Transferred.

Common examples may
include full name, email
address, and other data
necessary to resolve the
applicable Support issue.

Depending on the scope of
Professional Services ordered by
Customer, Customer may elect to
include Personal Data from any of
the following categories: basic
personal data; contact information;
unique identification numbers and
signatures; authentication data;
financial and insurance information;
commercial information; biometric
information; location data; photos,
video, and audio; device
identification; HR and recruitment
data; education data; citizenship and
residency information; data
processed for the performance of a
task carried out in the public interest
or in the exercise of an official
authority; or any other personal data
identified in the applicable Data
Protection Requirements.

Sensitive data
Transferred (if
applicable) and
applied restrictions
or safeguards.

Special categories of data as set forth in Data Protection Requirements if applicable to the Services.

The technical and organizational security measures set forth in Attachment 2 to this DPA are applied to all Personal Data

regardless of sensitivity.

The frequency of
the Transfer (e.g.
whether the data is
Transferred on a
one-off or
continuous basis):

The frequency of the Transfer is continuous. The
duration of data processing shall be so long as Infor
processes Personal Data for the term designated
under the applicable Agreement. The objective of
the data processing is the performance of Cloud
Services.

For Support: The frequency of the Transfer is ad
hoc, upon Customer request for Support. The
duration of data processing shall be so long as Infor
processes Personal Data for the Support request as
designated under the applicable Agreement. The
objective of the data processing is the performance
of Support.

The frequency of the
Transfer is ad hoc, upon
Customer request for
Support.

The duration of data
processing shall be so long
as Infor processes Personal
Data for the Support
request as designated under
the applicable Agreement.
The objective of the data
processing is the
performance of Support.

The frequency of the Transfer is ad
hoc, upon Customer request for
Professional Services.

The duration of data processing
shall be so long as Infor processes
Personal Data for the Professional
Services as ordered under the
applicable Agreement. The
objective of the data processing is
the performance of Professional
Services.

Nature of the
processing:

Where Infor acts as processor, it will only act upon Customer’s instructions as set forth in Section 2.3 of this DPA.

For example, the nature of processing in order to provide the Services may include, as applicable and as instructed by
Customer, the following operations performed on or with Personal Data: collection, recording, accessing, organization,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction, and/or erasure or destruction.

Purpose(s) of the
data Transfer and
further processing:

The purpose of processing Personal Data is described in Section 2.1 of this DPA.

Infor operates a global network of data centers and management/support facilities, and processing may take place in any
jurisdiction where Infor or its Subprocessors operate such facilities applicable to the Services as described in this DPA.

Retention period:

Upon expiration or termination of Customer’s use of Services, Customer may extract Personal Data and Infor will delete
Personal Data, each in accordance with the Infor Security Plan.
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ATTACHMENT 2
Technical and Organizational Security Measures

1. Infor Security Plan. Infor has implemented and will maintain appropriate technical and organizational measures
designed to protect Personal Data against any Personal Data Breach, as described in more detail in the Infor
Security Plan applicable to the specific Services purchased by Customer, a copy of which is posted at
www.infor.com/security-plan. Infor regularly monitors compliance with these measures. A listing of Infor’s
relevant certifications can be found at https://trust.infor.com.

2. Updates to the Infor Security Plan. Infor applies the technical and organizational security measures described in
the Infor Security Plan to Infor’s entire customer base receiving the same Service. Customer acknowledges that
the technical and organizational security measures described in the Infor Security Plan are subject to technical
progress and development, and that Infor may update or modify the measure from time to time, provided that
such updates and modifications do not result in the degradation of the overall security of the Services provided
to Customer. Infor will publish updated versions of the Infor Security Plan at www.infor.com/security-plan.

3. Customer Premises. The Infor Security Plan applies only to the extent that the Services are performed on or from
Infor premises. In the case where Infor is performing Services on the Customer’s premises and Infor is given
access to Customer’s systems and data, Infor shall comply with Customer’s reasonable administrative, technical,
and physical conditions to protect such data and guard against unauthorized access. In connection with any access
to Customer’s system and data, Customer shall be responsible for providing Infor personnel with user
authorizations and passwords to access its systems and revoking such authorizations and terminating such access,
as Customer deems appropriate. Customer shall not grant Infor access to Customer systems or personal
information (of Customer or any third party) unless such access is essential for the performance of the Services.
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ATTACHMENT 3
Additional Jurisdictional Terms and Restricted Transfers

This Attachment 3 sets forth additional jurisdiction-specific terms and conditions applicable to the processing of Personal Data,
including obligations for Restricted Transfers, in connection with Infor’s provision of Services to Customer under the

Agreements.

I. Europe:

1.

Applicable Laws. For Restricted Transfers of Personal Data out of the EU/EEA, GDPR and Local
EU/EEA/Switzerland Data Protection Laws are expressly included in the definition of Data Protection
Requirements.

2. Valid Transfer Mechanism.
a. SCCs. For this DPA, in connection with Infor’s provision of the Services, the Parties agree to enter into,
as applicable: (i) the Controller to Controller SCCs for Restricted Transfers of Personal Data from a
Customer established in the EU/EEA, as a data controller, to an Infor entity established in a country outside
the EU/EEA, as a data controller; (ii) the Controller to Processor SCCs for Restricted Transfers of Personal
Data from a Customer established in the EU/EEA, as a data controller, to an Infor entity established in a
country outside the EU/EEA, as a data processor; and/or (iii) the Processor to Processor SCCs for
Restricted Transfers of Personal Data from a Customer established in the EU/EEA, as a data processor, to
an Infor entity established in a country outside the EU/EEA, as a data processor; with the selections
identified in Section 1.2.b. below (as applicable). If Data Protection Laws require the Parties to execute
the SCCs as a separate agreement, the Parties shall promptly execute such SCCs.
b. SCCs Selections. The following selections, clarifications, and additions are made to the SCCs:
Mod. Clause Selection / Clarification / Completed Information
L &1 Clause 7 Optional docking clause will apply
L& Clause 8.7 Personal Data that Infor processes on Customer’s behalf may only be disclosed to a third party located
(Mod. I); outside the EU/EEA in accordance with clause 8.7 of the Controller to Controller SCCs, clause 8.8 of
Clause 8.8 the Controller to Processor SCCs, and clause 8.8 of the Processor to Processor SCCs.
(Mod. Il and
1)
&l Clause 9(a) Option 2 is selected for general written authorization, and the applicable time period is at least 14 days
in advance, or other reasonable time period based on the Service.
L &1 Clause 11 Optional redress language will not apply
L1, &I Clause 12 Section 9 of the DPA
L &1 Clause 14(f) With respect to clause 14 (f) of the SCCs, prior to any suspension of the Transfer of Personal Data
decided by Customer, Customer will provide specific details to Infor (i) supporting its belief that Infor
can no longer fulfil its obligations under the SCCs and (ii) identifying appropriate measures (e.g.
technical or organizational measures to ensure security and confidentiality) it believes is needed for
Infor to fulfill its obligations under the SCCs, in order to allow Infor a reasonable opportunity to
remedy Customer’s objection.
L &1 Clause 17 Option 1 will apply, and the SCCs will be governed by the law specified in the Agreement, provided
that law is an EU/EEA Member State law recognizing third party beneficiary rights; otherwise, the
laws of the Netherlands will apply
L& Clause 18 (b) Disputes shall be resolved before the courts specified in the Agreement, provided these courts are
located in an EU Member State; otherwise those courts shall be the courts of Amsterdam
L &1 Annex 1.A. 1. Data exporter(s):

a. Customer is the data exporter/controller (or processor, as applicable) and user of the
Services as defined in the DPA and Agreement.

b. Name of DPO and/or Representative in the EU: as defined in the Agreement or upon
request

2. Data importer(s)/Processor:
a. Infor (US), LLC, a global producer of software and services is the data importer / processor
and provider of the Services as defined in the DPA and Agreement.
b. 133 Peachtree Street NE, 24th Floor, Atlanta, GA 30303 USA, Global Data Privacy
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Officer; Privacy@infor.com

LI &1

Annex |.B. Attachment 1 to the DPA

LI &1

Annex I.C. Clause 13 of the SCCs

LI &1

Annex Il Attachment 2 to the DPA

LI &1

Annex |1 Section 3 of the DPA

c. EU-US Data Privacy Framework. Infor is certified to the EU-US Data Privacy Framework, including UK
and Swiss extensions. The EU-US Data Privacy Framework will supplement and not replace Infor’s use
of the SCCs as the Valid Transfer Mechanism for Restricted Transfers of Personal Data outside of the
EU/EEA.

d. BCRs. Ifand when Infor’s Binding Corporate Rules for Processors are approved, the Parties shall rely on
such Binding Corporate Rules for Processors as the Valid Transfer Mechanism for Restricted Transfers of
Personal Data out of the EU/EEA, provided that Infor (i) maintains the applicable approval of its Binding
Corporate Rules for Processors for the duration of the applicable Agreement; (ii) promptly notifies
Customer of any subsequent material changes in the Binding Corporate Rules for Processors or such
approval; and (iii) flows down all of its applicable data protection obligations under its Binding Corporate
Rules for Processors to Subprocessors by entering into appropriate onward Transfer agreements with any
such Subprocessors.

Government Access Requests. In the event that Infor receives any legally binding requests for the disclosure of
Personal Data issued by a public authority, or any direct access requests to Personal Data by a public authority,
Infor will, as permitted by law, attempt to redirect such request to Customer. If Infor cannot redirect to Customer,
then Infor will (i) reject the request unless required by law to comply, (ii) challenge such requests where the request
conflicts with applicable law, is overbroad, or other appropriate objection applies, (iii) promptly notify Customer
and provide a copy of the demand unless legally prohibited from doing so, (iv) if compelled to do so, disclose only
the minimum amount of Personal Data necessary to satisfy the request, and (v) if permitted by the laws of the
country of destination, at Customer’s written request (not more than once annually for the duration of the
Agreements), provide Customer with as much relevant information as possible on the requests for disclosure
received.

Supplementary Measures. To further mitigate the risk that Restricted Transfers of Personal Data out of the EU/EEA
are not provided an adequate level of protection, Infor implements (and requires its Subprocessors to implement)
supplementary measures to the SCCs to help ensure an adequate level of protection is provided to Personal Data in
all applicable jurisdictions. These supplementary measures provide additional safeguards in consideration of the
Court of Justice of the European Union Schrems 11 ruling of 16 July 2020 (Case C-311/18) and applicable guidance
on best practices relating to the Data Protection Requirements. Infor considers these supplementary measures to be
appropriate in the circumstances taking into account the nature, scope, context and purposes of processing as well
as the risk of varying likelihood and severity for the rights and freedoms of natural persons to ensure an adequate
level of protection for Restricted Transfers of Personal Data out of the EU/EEA. These supplementary measures
include, as applicable, the following technical, contractual, and organizational measures:

a. Technical Measures: Enhanced technical safeguards as described in the Infor Security Plan, including
where applicable, but not limited to, encryption in transit and at rest, encryption key management,
pseudonymization, access controls, intrusion detection and prevention, incident response, change
management controls, retention, business continuity management, and third party risk management. Infor
conducts regular security assessments and audits of the technical security measures it has implemented
and updates the Infor Security Plan accordingly.

b. Contractual Measures: Specific contractual safeguards as described in the DPA, including but not limited
to, Infor’s commitments for responding to data subject rights requests and government access requests,
flow down of data protection obligations to Subprocessors (including obligations with respect to handling
government access requests), and enhanced audit rights granted to Customer.

c. Organizational Measures: Additional organizational measures as described in Infor’s internal policies,
processes, and training materials, including but not limited to:

i. Internal policies and practices in place designed to verify that the data Transferred is adequate,
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relevant and limited to what is necessary in relation to the purposes for which it is Transferred,;
ii. Conducting data protection impact assessments and data mapping on a per-product basis;

iii. Regular review and assessment of legal requirements of recipient countries, including
applicability of data access rights by public authorities;

iv. Trainings for related employees on data protection obligations and Infor policies, which is
periodically updated to reflect new legislative and jurisprudential developments in the third
country and in the EU/EEA,;

V. Regular review of the validity and applicability of data Transfer mechanisms, and take steps when
needed to implement, update or improve the mechanism;

vi. Adoption of internal policies addressing, without limitation, allocation of responsibilities for
Transfers, reporting channels and standard operating procedures for cases of formal or informal
requests from public authorities to access Personal Data;

vii. Continued implementation of the accountability principle, including but not limited to, where
applicable, the adoption of strict and granular data access and confidentiality policies and best
practices, based on a strict need-to-know principle, monitored with regular audits and enforced
through disciplinary measures; and

viii.  Adoption of strict data security and data privacy policies, based on international standards and
industry practices with due regard to the state of the art, in accordance with the risk of the
categories of data processed.

d. Regular review of Supplementary Measures: Each Party shall establish a process for ongoing monitoring
and review of the implemented measures to ensure their effectiveness and compliance with applicable
Data Protection Requirements. This process shall include periodic assessments, audits, and reviews of the
Transfer operations and related safeguards.

I1. Switzerland

1. Additional Terms for Processing of Swiss Personal Data. For Transfers that are exclusively subject to the Swiss
Federal Act of 19 June 1992 on Data Protection, as amended, including the Ordinance thereto (“FADP”) the Parties
wish to clarify that (i) references to EU member states in the SCCs shall not be interpreted in such a way that data
subjects in Switzerland are excluded from exercising their rights at their habitual residence in Switzerland, (ii) the
SCCs also apply to the Transfer of information relating to an identified or identifiable legal entity where such
information is protected similarly as Personal Data under the FADP until the FADP is amended to no longer apply
to a legal entity; (iii) the Swiss Federal Data Protection and Information Commissioner is the competent supervisory
authority; and (iv) references to the GDPR in the SCCs shall also include the reference to the equivalent provisions
of the FADP (as amended or replaced).

I11. United Kingdom (“UK”)

1. Applicable Laws. For Restricted Transfers of Personal Data out of the UK, the General Data Protection Regulation
as incorporated into UK law by the UK Data Protection Act 2018 and amended by the Data Protection, Privacy and
Electronic Communications (Amendments etc.) (EU Exit) Regulations 2019, (each as amended, replaced, or
superseded) is expressly included in the definition of Data Protection Requirements.

2. Restricted Transfers of Personal Data out of the UK. For this DPA, the Parties agree to enter into the UK
Addendum, where applicable, for Restricted Transfers of Personal Data from a Customer established in the UK, as
a data controller, to an Infor entity established in a country outside the UK, as a data processor, in connection with
Infor’s provision of the Services. The “UK Addendum” means the International Data Transfer Addendum to the
EU Commission Standard Contractual Clauses, in force 21 March 2022, as well as any applicable variation thereof
adopted by the Parties or any other data protection clauses later approved by the UK data protection authority for
the Transfer of Personal Data to third countries.
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3. UK Addendum and Selections. Tables 1 to 3 of the UK Addendum shall be deemed completed with relevant
information from the EU SCCs, completed as set out in the table in Section 1.2.b. of this Attachment 3 above, and
the option “Importer” shall be deemed checked in Table 4 of the UK Addendum. The start date of the UK
Addendum (as set out in Table 2) shall be the effective date of this DPA.

IV. United States (“US”)

1. Applicable Laws. Where applicable, the following laws, regulations, and other legal requirements relating to data
protection and data security in the United States, including the California Consumer Privacy Act of 2018 (as
amended by the California Privacy Rights Act of 2020) (“CCPA/CPRA”), Cal. Civ. Code §§ 1798.00, et seq., its
implementing regulations, and similar laws passed in other states as they become effective, including but not limited
to the Colorado Privacy Act, the Connecticut Data Privacy Act, the Utah Consumer Privacy Act, and the Virginia
Consumer Data Protection Act, as amended, replaced, or superseded (collectively, the “US Data Protection
Requirements”), are expressly included in the definition of Data Protection Requirements. “Business Purpose,”
“Commercial Purpose,” “Consumer,” “Deidentified,” “Process,” “Sell,” “Service Provider,” and “Share” have the
meanings ascribed to them under applicable US Data Protection Requirements.

2. Additional Terms for Processing of US Personal Data. For any processing of Personal Data subject to US Data
Protection Requirements, the following additional terms shall apply:

a. Customer and Infor agree that Customer is the business and Infor is the Service Provider. As required by
applicable US Data Protection Requirements, with respect to Personal Data received from Customer under the
Agreements, Infor agrees it will not, unless otherwise permitted by US Data Protection Requirements or the
Agreements: (a) Sell or Share the Personal Data; or (b) retain, use, or disclose the Personal Data for any
purpose other than for the Business Purpose(s) specified in the Agreements, including retaining, using, or
disclosing the Personal Data for a Commercial Purpose other than providing the Services specified in the
Agreements; or (c) retain, use, or disclose the Personal Data outside of the direct business relationship between
Customer and Infor; or (d) combine Personal Data received pursuant to the Agreement with Personal Data
received from or on behalf of another person(s), or collected from Infor’s own interactions with Consumers,
provided that Infor may combine Personal Data to perform any Business Purpose as defined in applicable US
Data Protection Requirements.

b. As authorized by applicable US Data Protection Requirements, upon written notice to Infor, Customer may
take reasonable and appropriate steps to stop and remediate the unauthorized use of Personal Data.

c. Infor certifies that it understands and will comply with the requirements and restrictions set forth in this DPA.

V. General

1. Order of Precedence. In the event of any conflict or inconsistency between the terms of this Attachment 3 and the
DPA, the terms in this Attachment 3 shall prevail. Notwithstanding the foregoing, certain rights and obligations
described in this Attachment 3 may be more fully explained in the DPA. For example, the SCCs described in
Section 1.2.a.0f this Attachment 3 provide a Customer audit right, and Section 5 of the DPA describes the process
for how Infor implements the audit right for its Customers.

2. Alternative Transfer Mechanisms. Infor reserves the right to modify the Valid Transfer Mechanism for Restricted
Transfers of Personal Data to the extent such modification is (i) compliant with Data Protection Requirements, (ii)
commercially reasonable, and (iii) provides a substantially similar level of data protection. If Infor implements a
different valid legal mechanism for Restricted Transfers of Personal Data, Infor shall provide notice to Customer
and will make any necessary modifications to the DPA available in advance through Customer’s account in Infor
Support portal or alternative equivalent methods.
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